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CtpaxoBaHue Knbep-pyUckoB — HOBOE Harpas/ieHNe Ha POCCUVICKOM PbIHKE CTPaxoBaHus,
o0bnanarolee Ko/10CCa/ibHbIM MOTEHLMAIOM Pa3BUTHSI.

MpecTynHOCTb B KMOEPNPOCTPaAHCTBE CTAHOBUTCS OOHO U3 rNaBHbIX NPO6/1eM COBPEMEHHOIO
MUpa 9NEKTPOHHbIX TEXHONMOrMM. Takoe MHEHWE BbiCKasanu y4acTHuku BcemmpHoro
9KOHOMMYECKOro ¢popyma, coctossluerocs B [lasoce B sHBape 2012 roaa.

C oueHkom nuoepoB MMPOBOM SKOHOMUKM cornacHbl akcnepTbl PricewaterhouseCoopers. 3a
nocnenHuin ron maclwtabbl KMbepnpecTynHOCTM 3HAYNTENBHO BbIPOC/M, OTMEYaeTCsl BO
BcemypHOM 0630pe 3KOHOMMYECKMX NPECTYNNEHMA, noarotTosneHHoM PwC. NpoTrMBo3akoHHas
LEesiTeNbHOCTb B rnobanbHOM KMbepnpocTpaHCTBE NPOYHO 3aHNMAaET BTOPYIO CTPOKY B
PENTUHIe 9KOHOMMYECKNX NPECTYNNEHNIA, yCTynas TONbKO TakoMy BUAY, Kak He3aKOHHOe
NPVCBOEHMNE aKTUBOB.

Ha kubepnpectynneHms npuxoantcs 38% 3KOHOMUYECKMX NPECTYNNEHWA B ceKkTope
goMHaHCcOoBbIX ycnyr. XepTBamu MOLWEHHNYecTBa NpuaHanu cebst 45% onpoLweHHbIX
akcneptamm PwC y4acTHMKOB pbiHKa.

KnbepnpecTynHOCTb He 3HAET reorpagomMyeckmx U rocyaapcTBeHHbIX rpaHmy. CeroaHs Ha
nnaHeTe 6bonee 9 MMNNMAPLOB NOAKMOYEHHbBIX 3NEKTPOHHBIX YCTPONCTB, U 9KCNEPTHI
NPOrHO3MPYIOT POCT NX Yncna oo 24 munnunapnos eamHn Kk 2020 rogy. o ceeneHmsm
Esponerickoit Komncenm, HananeHunto knbepnpecTynHUKOB eXeaHeBHO noasepraetcs bonee
1 MMnnnoHa yenosek Bo Bcem Mmpe. OT AeACTBUN NPECTYNHUKOB, OXOTSALWMXCS 3a
KOHbuaeHumanbHbIMM OAaHHBIMKX, NOCTpaganu, B HacTHOCTW, 77 MUNNINOHOB KNIMEHTOB
KoMnaHuy Sony. 600 Tbicsiy NoNb3oBaTeNbCckux 3anucein Facebook 6nokupytoTcst Kax abli
JNeHb nocne nonbITOK Xxakepckoro B3sioma.

MuvpoBas TeHOeHUUS K pOCTy KnbepnpecTynHocTH He obowna cTopoHoit n Poccuio. Mo
LOaHHbIM aHaNMTUYeCcKoro LeHTpa komnaHmm Zecurion, B 2011 rogy B Mupe 6bi710
3apeructpupoBaHo 819 cnyyaes yTeukn AaHHbiXx. CyMMapHblid ywepb ot Hux coctasmn $20
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MnpA, U3 KoTopbix 6onee $1 MApa NPULLNIOCH HA poccuiAickne KomnaHun. B Tom Xe roay B
Poccun 6bin 3apernctpupoBaH 41 MHUMOEHT, CBSI3AHHbIA C YTEYKON KOHPUAEHUMANbHBIX
LaHHbIX N3 KOMMNbIOTEPHbIX ceTeil komnaHuii. [laHHble NccnenoBaHUs CBUAETENbCTBYIOT O TOM,
4TO y4acTUIUCb cny4Yam obHapoaoBaHMS NHPOPMALMK O KJIMEHTAX CO CTOPOHbI POCCUIACKUX
NHTEepHeT-MarasunHoB. [MNpu aToM B Poccun ctabunbHO pacteT KONMYecTBo NyOAnYHbIX
MHUNOEHTOB.

Yrpo3bl, CBSI3aHHblE C MHOPMALIMOHHBIMI PUCKaMK, Tak e OnacHbl, Kak yrpo3bl (on3n4ecknm
aKkTnBam KoMnaHum. NIHUMAEHTbI, CBSI3aHHbIE C YTEYKOM AaHHbIX, Kak NpaBuio, Bbi3blBaOT
LIeMHY0 peakLmio U HAHOCST 3HAYNTENbHbIA penyTaumnoHHbIA 1 (OUHAHCOBbINA ylwepb.

Takmm 06pasom, 3awmTa nHhopmaLum CTaHOBUTCS NPUOPUTETHOW 3afadeit ANns KOMMNaHui,
0COOEHHO B CBA3W C TEKYyLel TeHAeHUMen pa3BmMTs HopMaTMBHO-NPaBOBOI Ha3bl B CTOPOHY
yCUNEeHNa OTBETCTBEHHOCTM KOMMAHWA 32 COXpaHeHne KoHPuaeHUnansHOCTM 1 3awmTy
HaHHbIX. Tak, BHECEeHHoe B arnperne Esponenckon Komuccmnen npegnoxeHne o KOMniIeKCHom
pegopme 3akoHa EC o npasmnax sawmtbl nHdpopmaumm 1995 rona, B 4acTHOCTN,
npennonaraer:

— BBELEHME eAMHOro naketa npasu/i 0 3aWwnTe AaHHbIX, AeNCTBUTENbHbBIX HA BCEM
TeppuTopumn EBpocotosa;

— MOBbIWEHHYIO OTBETCTBEHHOCTb M NOAOTYETHOCTb AN KOMNAHWIA, OCYLWECTBNSIOWMX
06paboTKy NepcoHanbHbIX AaHHbIX (HanpuMep, KOMNaHuM U opraHnsaumm obsi3aHbl
He3aMeaNMTENbHO YBEAOMNATL KOHTPONbHbIE OPraHbl B CyYae CePbe3HbIX UHLUNAEHTOB,
CBSI3aHHbIX C HECAHKLIMOHNPOBAHHbBIM NCMOIb30BAHNEM AOAHHbIX, MO BO3MOXHOCTUN — B TEYEHMNE
24 yacos);

— HaZleneHvne He3aBNCMMbIX HaLMOHabHbIX OPraHOB MO 3alMTe AaHHbIX AONONHUTENbHbLIMM
MOMTHOMOYMSIMU Ha NMPUMEHEHVE WTPaHbIX CaHKLIMA B OTHOWEHUM KOMMNaHWIA, AONyCKaoWwmx
HapyLleHns NpaBun (Takue Wwrpadbl COCTaBsAT o 1 MunanoHa espo unu 0o 2% ot
rnobanbHoro exeronHoro obopoTta KoMnaHuw).

EBpokomucems Takxe BbiICTynuna ¢ npennoxeHnem codnatb EBponerickunii ueHTp no 6opbbe
C kmbepnpecTynHOCTbI0, BXoAswWwMi B EBponeiickoe nonuuelickoe BegomcTso (Esponon) B
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aare. Takas CTPyKTypa CTaHeT eBPOMNenckUM KOOPANHALMOHHBLIM LIEHTPOM no 6opbbe ¢
KnbepnpecTynHOCTbIO 1 COCPENOTOYMTCS HA OPraHN30BaHHOW HE3AKOHHON AeATENbHOCTY B
ceTu.

Hepenko KoMNaHum 0CO3HaKT PUCK, CBS3AHHbIV C HE3aKOHHBIM JOCTYMOM K AaHHbIM, HO He
pacnonaratT 0OCTaTOYHbIMU pecypcamm Anst 3o OEKTUBHOIO pearmpoBaHmusl Ha OencTBmS
NPECTYMNHVKOB. B 9TOM cryyae MOLWHbLIM 3aC/TIOHOM Ha MyTu KMbepnpecTynHOCTV CTAHOBUTCS
cucTeMa cTpaxoBaHus Knbep-puckos.

MpumMepbl 13 MUPOBOI NPaKTUKN

Komnarus Epsilon

B mapte 2011 rogna B MexayHaponHoi komnaHum Epsilon, 6asumpytowerics B CLUA, 6bin
3aPMKCMPOBAH UHLUMAEHT, Koraa K 610Ky KNMeHTCKon nHgpopmaumm Epsilon 6bin nonyyex
L[OCTYn NocpeacTBOM HECAHKLMOHMPOBAHHOIO MPOHUKHOBEHMS B CUCTEMY 3N1EKTPOHHOW MOYTHI
KoMnaHuu.

Ha MOMEHT uHUMaeHTa B KOMNaHny Noa4yepkmnBani, 4To «packpbiTas MHGOPMaLUS
orpaHunyMBanacb UCKNOYNTENbHO afpecamy 31eKTPOHHON NOYThl /MM UMEHAMU KNTNEHTOB.
TwaTenbHas NnpoBepka no3Bonvia onpenennTb, 4To yrpo3a pacrnpocTpaHeHns noboi npoyei
NIMYHON MHCPOPMALMM OTCYTCTBYET».

B cBsA3u ¢ aTum komnaHunsa Marks&Spencer (M&S), koTopas SBngeTcs KNMEHTOM KOMNaHUN
Epsilon, 6bina BbIHYy X AeHa npenynpeanTb CBOUX KNMEHTOB O BO3MOXXHOM UCMONb30BaHNM UX
NepcoHanbHbIX OAHHbIX B MOWEHHUYECKUX LLeNsX.

KnueHTOB npenynpeaunu, 4T0 OHW MOTyT NOMyYaTb HeXenaTtenbHble CO0bLeHNs, 0AHaKo, Kak
NOAYEepPKMBAaNoCh, B KOMMNaHNM «O0THOCUNCH KpaiiHe cepbe3Ho K obecneveHuto
KOH(PUAEHUMANBHOCTU NX NNYHOM MHGDOPMALIMU» U HAMEPEBANNCH «MPOLONXAaTb npunaratb
BCE YCUNNS ONS 3aWNTbl NYHOK MHADOpMaLIMK».
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Ha tot MoMeHT npeactasutenn Odunca kommccapa no MHPOPMaLNOHHBIM BOMPOCaM
BennkobputaHum 3assunm o Havane paccnenoBaHms kacaTenbHo oakTa HapyweHmsa 3akoHa
0 3awmTe aaHHbiX BenukobputaHuun. Cpeam npoymx KNMeHToB KoMmnaHum Epsilon uncnatcs
Takme komnaHuu, kak Hilton Hotels, Best Buy, Barclaycard US n Capital One.

KomnaHus Betfair

B npownom rogy komnaHus oHnaiH azapTHbIX urp Betfair npnsHana, 4To ee KnneHTbl He Bbinu
NPONHAOPMMPOBaHbI O KPYMHOW yTeuke AaHHbiX. B 2010 roay 6binm noxumweHbl AaHHbIE,
BKMoYawowme 3,1 MUnNnnoHa y4yeTHblX 3anncen ¢ 3awmgposaHHbIMK OTBETaMN Ha
KOHTPONbHbIE BOMPOCHI, 2,9 MUIINOHA NMEH Nnonb3oBartenei, a takxe no4tn 90000 nmeH
YYETHbIX 3anucei ¢ JaHHbIMM 0 BAHKOBCKUX CYeTax.

B komnaHuu Betfair Tak>xe npuaHanu 10, 4T0 06 atake CTano U3BECTHO NMLWb ABa MecsiLa
CNycTs, KOraa BblleN U3 CTPos cepeep B LieHTpe 06paboTkM AaHHbIX KOMNaHum Ha ManbTe.
Kak yTBepxnanv npeactaBmtenn KoOMnaHmm, HeobxoanMocTb B YBEAOMNEHUN KNINEHTOB
OTCyTCTBOBana, Tak kak Mepbl No obecrneyeHnto 6€30nacHOCTM NPENaTCTBOBANM
NCNONb30BAHMIO OAHHbIX B MOLIEHHUYECKUX LIeNSX.

Korna ctano ussecTtHo 06 yTeuke, koMmnaHusi Betfair nponHgopMuposana AreHTcTBO no
6opbbe ¢ 0cob0 onacHoO opraHM3o0BaHHOM NPECTYMNHOCTbIO, a TakXe ABCTPaNNnCKyto
dhenepanbHyto NONNLMIO 1 HEMELIKME FOCyAapCTBEHHbIE opraHbl. B komnaHum yaHanu 06
yTeuke JaHHbIX CNyyYyanHo — Koraa coumanbHblil paboTHMK, 3abpaBlimnin KOHMOEeHUMANbHbIe
H6yMaXHble 0OKYMEHTbI Ha [OM, Obin 3aTeM orpabneH.

Komnarnus Global Payments

B mapTe 2012 rona 66110 06 b5SBNEHO, YTO NpoueccuHroBbii LeHTp Global Payments,
Haxomswmiica B ATnaHTe, cTan XepTBOl «HeCaHKLUMOHNPOBAHHOMo gocTtyna» B cuctemy. O6
3TOM ObINn yBEAOM/IEHbI MPABOOXPaAHUTENbHbBIE OpraHbl U OMHAHCOBbLIE YYpPeX AEHNS.
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Onepatopbl nnatexHbix cuctem MasterCard, Visa, American Express n Discover Financial
Services NoaTBEPONIN, YTO OHM CTANN XEPTBAMUN MHUMAEHTA, Hapsay ¢ baHKaMmn 1 NPOYUMM
NpencTaBUTENSIMU KNTIMEHTCKOM 6a3bl.

Mocne nybnukaumm coobuwerns 06 nHunaeHte B8 CMW akunm MasterCard ynanu Ha 1,8%, a
akumm Visa — Ha 0,8%, [axe HeCMOTps Ha TOT hakT, YTO aHANNTKKM BblpaxKan COMHEHNS B
TOM, 4YTO 3TVM KOMMAHUSAM FPO3M/N UCKU CO CTOPOHbI KOHTPOMPYHOWMX OpraHoB.

Mo cooblweHunsiM, XepTBaMmy MOrinM cTatb 0kosio 10 MUANIMOHOB AepXXaTenei kapT No BCemy
MUPY, OOHAKO KOMMNaHNS He3aMeANUTEeNbHO coobwmna, 4To KOMMYECTBO NOCTpaaaBLWmnx
KNMeHTOoB cocTaBuno 1,5 MmmnnnoHa xuntenen ncknoumtensHo B CesepHon AMepuke.
MNpencTaBnTenn KoMNaHnm coobwmnu, 4to Obinn ykpaneHsl gaHHble Track2, a He nnyHbIe
NaHHbIe K/IMEHTOB, N YTO B KOMMaHUN CHMUTANN, YTO YTEUKY AaHHbIX yOanocb N0Kanu3osaTthb.

OnbiT Chartis B CLLIA

UHUnneHT «HenosibHbIi COTPY.OHUK »

Ha komnaHuio 6bin nogaH uck B cyn nocne T10ro, Kak ooyH N3 COTpynoHMUKOB npuceounn
KOH(pnaoeHunanbHyo nHgopMaLnio, NOCTYNMBLLYKO OT KOHKYpeHTa.

Beinnatbl Chartis US no paHHoMy nHumnaeHTy coctaBunm nopsioka $200000.

WHUnneHT «Xakepckuvi B3/10M»

Xakepbl NONYYUAN OOCTYN K KOMMNbIOTEPHbLIM CUCTEMAM 26 OTeNen 1 MOrnn NoNyyYnTb UMeHa n
HOMepa KpeanTHbIx kKapT npumepHo 480000 KNnMeHTOB.
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Ctpaxosble Bbinnatel Chartis US Ha yperynvupoBaHve nocnencTeuii MHUMOEHTa COCTaBUM
6onee $980000.

HunpeHT «Owmnbka/XanarHocTb»

3acTpaxoBaHHbI HenpeaHaMepeHHo pa3mMecTnn B OTKPbITOM OOCTyne Ha CBOeM canTe
KOH(puaeHumnanbHble gaHHble 6onee 42000 cTyneHToB. Poanteny ogHoOro 13 noctpagaslumx
noganu UCK B CyA, O HAPYWeHUN nNpasa Ha YacTHYIO Xn3Hb. Kpome Toro, no ntoram nHUnaeHTa
depepancHas Toproeas komucenst (PTK) Havana paccnenosaHme Ha npeameT cobnoaeHus
3acTpaxoBaHHbiM AkTa @ TK, 3anpelaiowero nckaxeHme paktos npu obpaboTke
KOHbnaeHumanbHbIX OaHHbIX.

Beinnatbl Chartis US Ha cynebHble nanepxku coctasmnm nopsiaka $250000.

WHumneHT «[NotepsHHoe/ykpaneHHoe 0b6opy.aoBaHne»

3acTpaxoBaHHbIA NOTEPSN HOCUTENN C UHCDOPMaLME O MEOULNHCKON CTPaxoBke U HoMepax
couunanbHOro cTpaxosaHus.

CTpaxoBoe BO3MeLLeHNe Ha pacxoabl Mo cogepxaHnuto call-ueHTpa n MoOHUTOPUHra penyTauunm
3acTpaxoBaHHoro coctaesuno $400000.

UcTtouHuk: www.wiki-ins.ru, 01.11.12
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