Maccosoe yXecTo4yeHue KopnopaTtuBHbIX CUCTEM vu-lcpopmau,uom-loﬁ 3aLnTbl — OCHOBHOM caepXxuBaroLul
16.10.2015 15:11

AIG

AlG B Poccuu nipuHsna y4actne B KOHpepeHUn « TeHaeHunn pasButns npectyrnieHni B
obnactu BbiCOkux TexHonoruii 2015», opraHnaoBaHHo komnaHuei Group-IB.

B pamkax MeponpuaTusi Beoyume akcnepTbl B 06nact 60pbbbl ¢ KnbepnpecTynneHnsmu,
NPeacTaBUTENMN KPYMHENWNX POCCUNCKUX 1 3apyBeXHbIX KOMMAaHWA, COTPYAHUKK
NPOCOUNBbHBIX FOCYAAPCTBEHHbBIX YYPEXAEHUA N XYypHanUCcTbl cobpanncb ans obcy X aeHus
COCTOSHUS U AMHAMUKW Pa3BUTMS BbICOKOTEXHOOMMYHbBIX MPECTYNNEHNA N aKTyanbHbIX
Knbepyrpod. Cpeau Kno4eBbIX TeM, KOTOPbIe Obiny OCBELLEHbI CnKepamn: 06 bem 1 NPOrHo3
pPasBUTMS PbiHKa KMOEPNPeCcTynHOCTW, MPECTYNNEHNS U MOLWEHHNYECTBO B KOPNOPATUBHOM
CEeKTOpe, COBPEMEHHOE LMPPOBOE NMPATCTBO 1 NPECTYNNEHNS C UCMNONb30BAHMEM N3BECTHbIX
6peHnoB. C NpMBETCTBEHHBbIM CNIOBOM K Aefneratam KOHepeHunm obpaTnncs MUHUCTP CBA3N
N MaccoBbIX KOMMYyHUuKaumn P® Hukundopos Hukonam AHatonbeBunu.

Komnanwus Group-1B, nngep B ccpepe npenoTspalleHns n paccnenoBaHns
KnbepnpecTynneHuii, npeactasmna pesdynbtaTbl UCCNELOBAHNS COCTOSHNSA 1 AMHAMUKIN
PasBUTUS BbICOKOTEXHOOMMYHBIX MPECTYMNEHNI N aKTyanbHbIX Knbepyrpos 3a nepmnos co
BTOpOM nonosuHbl 2014 roga no nepsyto nonosuHy 2015 ropa. Npeacrtasutenu Group-1B
pacckasanu, YTO B CPaBHEHUN C NpedblaywmnM OTHETHbIM Nepnodom (MioHb 2013 r. — NoHb
2014 r.) yncno NonbITOK KMbepaTtak CywecTBEHHO BO3POCNO, HO ylwepb, HAHECEHHbI
POCCUIACKUM KOMMAHNSM B (PMHAHCOBOM CEKTOPE KNOEep3noyMbIlNeHHNKaMKN, CHA3WUACS B 3,7
pasa. CnoXmBLLYyCa CUTYaLMIO CMKepPbl CBA3bIBAIOT C aKTUBHbLIM Pa3BUTUEM KOPMOPAaTMBHbIX
CUCTEM 3alnTbl. IKCMEPTbl OTMETUNN CRelyowmne TEHOAEHUUN: CHUXEHNE KONNYecTsa
LenesbixX atak, yxon «npodoeccroHasbHbIX» NPECTYMNHbIX FPYMn C POCCUNCKOro pbiHKa U
CMelleHne hoKyca PyCCKOroBopswen KnbepnpecTynHOCT C KOMNAHWIA BHYTPY CTPaHbl Ha
npeonpuaTnsa Esponbl n ABCTpanuu, NosIBNEHNE HOBbIX, HO MEHEE YCMNELWHbIX NPeCTYMNHbIX
rPyNNMPOBOK M POCT KONMYECTBA atak Ha OpoKepOB 1 pacyeTHbIE CUCTEMBI.

LOupekTop otaena no 6opbbe ¢ knbepnpecTynHOCTbIO B cTpaHax EBponbl, BnnxHero BocTtoka
n Agopukmn Microsoft Xyan Xapgoi (Juan Hardoy) HanomHun, 4To 6€30NacHOCTb akTVBOB U
LaHHbIX KOMNaHMKM B KMbepnpoCcTpaHCTBE — BOMPOC, KOTOPbIN AONXKEH paccMatpmBaTbCs Ha
YPOBHE BbICILErO PyKOBOACTBA, MOCKO/bKY KnbepaTaku MOryT HaHeCcTu yuepb penytaumm
NPEeAnpUATAS U CTaTb NPUYNHON NOTEPU AaXE NOSNbHBIX KNIMEHTOB.
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Mpenctasmtenu cgoepbl Tenekoma Ceprein XpeHos (MeragooH) n Omnutpuin MNonkos (MTC)
obpatnnn BHUMaHMe ayaMTOpPUKN Ha pacTyllee KONMYEeCTBO aTak Ha puamnyeckme niua c
MoMOLLbo BpenoHocHoro MO anst cMapTdOHOB (B OCHOBHOM, NS yCTpoicTB Ha 6a3e Android),
pacnpocTpaHeHne KOTOpPoro yXxe NpeBbICUN0 KOMNYEeCTBO TPOsSHCKMX BupycoB ans MNMK. OHu
Tak>Xe NoaennIMcb MexaHn3Mamm, KoTopbiMM NONb3YKTCS KOMNaHUN NS 3awmnTbl aDOHEHTOB,
TaKUMM Kak BblSIBNIEHNE «TPOSIHOB» 1 BoT-ceTein, bnokmposka SMS-cnama 1 BpeooHOCHbIX
CCbINOK, MaccoBas pacchinka nHgpopmaumm o paboTe Bupyca.

Bnagmmup Kpemep, pykosogutens OTtaena ctpaxosaHusa gomHaHcoBbix puckos AlG B Poccun,
Bblpa3un onaceHus, 4To B byaylwem, ¢ pa3BmTmeM VIHTepHeTa Belweit, 0eicTBus
Knbep3noyMblIlNIEHHNKOB By oy T HanpaeeHbl HE TONIbKO Ha JaHHble PUINYECKUX W
IOPUANYECKUX NTNLL, HO N Ha UMYILECTBO M JaXe XU3Hb U 300p0oBbe rpaxaaH. B csoem
LOKNage aKcrnepT HaNnoOMHUA O K/TIYEBbIX MPEeMMYyLLEeCcTBaxX Nonca cTpaxoBaHus Knbeppuckos
CyberEdge: ycnyru no cHMXeHuio 1 NpefoTBpaLleHnio KNGEpPPUCKOB 1 CTpaxoBaHme
OTBETCTBEHHOCTU Nepen KIMEHTaMU 3a UX OaHHble, BO3MELLEHNEe pacX0o0B Ha YyCnyru
CTOPOHHUX |IT-cneunannctos (BOCCTAHOBNEHNE NOBPEX AEHHbIX OAHHbIX, ayauT, onepaTusHoe
pearmpoBaHue 1 paccnenoBaHve KnbepnHUNMAEHTOB), a TakXXe PacxoaoB Ha IOpUANYECKYHO
noAOepXKy N Ha BOCCTAHOBNEHME penyTauunn.

«OcHoBHOe goctomHcTBo nonuca CyberEdge B TOM, 4TO 3TO HE TONBKO CTpaxoBaHWe, HO U
LOCTYN K yCnyram Beylwmux crneunannucToB nNo BCeM acrnektam kmbepbesonacHocTn — oT
ynpaBneHns 4enoBeveckmm oakTopoM A0 pa3Benku B TEHEBOW CETU U rNybuHHOM Bebe. OToT
NpoAayKT OblN co34aH AN TOro, 4Tobbl HaW KAMEHT MMEN BO3MOXHOCTb NMOCTPOUTL cpasy
HECKOJIbKO «JIMHUIA KNBepobOPOHbI» BOKPYT CBOMX aKTUBOB M AaHHbIX, KOTOPble Obinu
LIOBEPEHbI EMY NapTHepamu, COTPYAHUKAMN N TPETbUMX NULAMK>», — HANOMHUN Bnaonmmnp
Kpemep.

NHpopmaums npenocTaBneHa KoMnaHmern
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